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Digitale weerbaarheid
cruciaal
een cyberaanval iedereen
kan overkomen.



First thing that comes to mind 
when you think about 
Cybersecurity related to Service 
Logistics? 



Agenda

‣ Digitale risico’s
Current Threat landscape 

‣ Organization shift towards Resilience

‣ Supply Chain  Security

‣ Q & A 



Disruption is happening faster than ever.

Fueling massive investments in resilience
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Security Resilience

These investments will fall short 
without security resilience
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NCTV Cybersecuritybeeld 2021





FBI Cybercrime report 2021
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Cyber Crime
• Phishing
• Spam
• social engineering

Nation State
• Supply chain attacks, 
• partner abuse,
• etc. 

Goals and methodologies are
different, have to protect against both

Two 
Primary 
Actors



It Starts with a 
Typewriter??



GUNMAN Project
• Recently Declassified

• During Height of Cold War
• First well known Supply Chain Interdiction 

Attack
o Packages Intercepted by Russian Customs

§ Typewriters modified to transmit 
typing

§ Hollowed out solid bar
§ Wireless near-range communication
§ Only found via X-Ray of equipment



Supply chain attack examples
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• Zorg dat elk systeem en elke applicatie voldoende loginformatie genereert

• Pas multifactor authenticatie nodig waar nodig

• Bepaal wie toegang (nodig) heeft tot uw data en diensten

• Segmenteer netwerken

• Versleutel opslagmedia met gevoelige bedrijfsinformatie

• Controleer welke apparaten en diensten bereikbaar zijn vanaf het internet en bescherm deze

• Maak regelmatig back ups van uw systemen en test deze

• Installeer software updates

Basismaatregelen 
(gebaseerd op NCSC advies)



Cisco Security and Trust



• What are you going to do when you (or a supply chain company) are breached? 
- Do you have a playbook available? 
- Do you stress test your digital envrionment? 

• Which partners are you collaborating with? 
- Which requirements do you have for their level of security maturity? 
- What access do they need to your digital resources to do their job? 

• Who has access to your data, when and from which location? 

• Do you train your employees to be security aware? 

Questions to ask yourself





Threat Intelligence   | Malware Analytics | Actionable Intelligence  |  Unmatched Visibility  |  Collective Responses
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