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Maersk IT systems are down

We can confirm that Maersk IT systems are down across
multiple sites and business units due to a cyber attack. We
continue to assess the situation. The safety of our
employees, our operations and customer's business 1s our
top priority. We will update when we have more
information.
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What we need to build resilience?
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NIS2 in brief

Applies to essential and important entities across sectors like logistics, energy, health, finance
and digital infrastructure.

Requires cybersecurity policies, incident response plans, supply chain security, and encryption
standards.

Major incidents must be reported within 24 hours, with follow-ups and final impact assessments.

Company leadership is directly responsible for compliance and must undergo cybersecurity
training.

Non-compliance can lead to fines of up to €10 million or 2% of global annual turnover.
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Popular Security Standards
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ISO 27001

e Risk-Based Framework: Identify, assess, and treat information security risks using a structured,
repeatable methodology.

e Control Implementation: Apply security controls from ISO 27001 Annex A, supported by documented
policies and procedures.

e Continuous Improvement: Monitor, audit, and review the ISMS regularly to enhance effectiveness and
respond to changes.

NIST CSF 2.0

e Govern & ldentify: Define cybersecurity roles, responsibilities, and risks across assets, systems, and
supply chains.

* Protect & Detect: Implement safeguards (e.g., access control, training) and monitor for anomalies or
threats in real time.

e Respond & Recover: Act on incidents with structured response plans and restore operations while
learning from disruptions.
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Our approach

WPO: Project Management

 Address both technical and

non-technical cybersecurity
‘ risks.
—  Align actions to strategy,
dseminion and embed both into

organizational culture.

- Use continuous feedback
loops from real-world
practice to improve.

» Prioritize by resolving known
dependencies and existing
risks first.

Socio-technical
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Dependency to vulnerability mapping
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Using Knowledge Graphs for Role-Based Cybersecurity
Training

Building tailored training for real-world security challenges

@ 5 @
[

System Mapping Process Role-Based Security Training Behavioral Economics Integration
We identify critical business processes and Our approach links vulnerabilities to specific Security decisions are affected by cognitive
map software dependencies to create a roles and creates training content tailored to ~ biases and real-world pressures, like staff
comprehensive view of the digital ecosystem. €ach department's needs. delaying updates due to time constraints.
Map critical workflows » Connect systems to roles « Change behavior patterns

« Document dependencies « Build knowledge graph » Reduce security fatigue

* ldentify vulnerabilities - Create targeted training  Address decay over time
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* https://abhishta.org
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Evidence
Based
Cybersecurity

Do your behavioural change interventions really
work?

dr. Jan-Willem
_ Bullee
].h.bullee@utwente.q
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CLASSROOM

Classroom compasition effects

Key for rating

STUDENT

Prior knowledge and background
Floit Independence

Non-standerd dia

iy

Bollofs, attitudes and dpositions
Attiude 10 content domain
Moming vs. evening
othnic seltidentity
e sek.concopt
dant parsonaity
Motivational approach, orlentation
Actveving motiotion and 8ppi0s

tace mativation and spprosch
Physical influencos

ADHO

ADHO - roatment with drugs

Full compaved to pre-termiow bty
Relative 0e within a claws

Buitying

Aves

CURRICULA
Roading, wiiting and the arts
M pr
Pronics insry
Reprated reacing pro
Reading Recovery

ararm

eption programs
Whale g0 0p
Wrtng programs
Math and sclences

eptusl change programa

Intogratod currcula program
Juvenile delnauent programs
Matwationicharacter peogram
Perceptunl moto

y progeany
Social skils progrom

Tactile stmutation pr

250+ Influences on Student Achievement

TEACHER
Tascher attributes

STUDENT LEARNING

STRATEGIES

Strategies smphasizing student
cagnitival sali ragulated lear

Strategies amphasicing studsnt
perspactives i [sarning

s

[

Rehearsal

Family structure
doptad v non-adoptod care
199900 vs 5301gged

Home environmant

Kary yoary' interverdions

I ity

Moving betwoon schoals

Parental sutonomy spp

Parertal Involverent

Parental mitary

o familyihoma dynamics

Family (wsaurces

l empiyment

TEACHING STRATEGIES

ES

Stratagies amphasizing laarning intantions

palver
School climate
School revourcing
Extornal accountabiity systems
Finances
Typs of sehool

o schoos
Single-sex schoe
Summer ach
Summer vacation effact
School compashional affects
otege Nlls of resdence
Desegregatior

Other schoo! factars
1 effect
Mod#yng school calendar

sy
0.42
081
129
064
0.40
051
049

076
078

081
037

0.8z
04z
066

0.48
1.00

TECHNOLOGY, SCHOOL.
& OUT-OF-SCHOOL
STRATEGIES

Implementations using techaclogies

030
057

025
0.2
033

Implementations using out-of-schosl learning

implementations that amphasize schook-wids
teaching strstegies

Koy for rating

Potential to considerat

Potential to scceler

Uikely to have pe mpact




CLASSROOM

Classroom composition effects
Detracking
Mainstreaming/inclusion
Multi-grade/age classes

Open vs. traditional classrooms

Retention (holding students back)

Small group learning

Within class grouping

School curricula for gifted students
Ability grouping for gifted students
Acceleration programs
Enrichment programs

Classroom influences
Background music

Behavioral intervention programs
Classroom management
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STUDENT LEARNING
STRATEGIES

Strategies emphasizing student
meta-cognitive/ self-regulated learning

Elaboration and organization
Elaborative interrogation
Evaluation and reflection
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self-questioning
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Transfer strategies
Student-focused interventions
Aptitude/treatment interactions
Individualized instruction
Matching style of learning
Student-centered teaching

Student control over learning

Strategies emphasizing student

perspectives in learning
Peer tutoring
Volunteer tutors

Learning strategies

Interleaved practice
Mnemonics

Note taking

Outlining and transforming
Practice testing

Record keeping

Rehearsal and memorization

Strategy to integrate with prior
knowledge

Summarization

Teaching test taking and coaching

Time on task

Underlining and highlighting

Family structure

Adopted vs non-adopted care
Engaged vs disengaged fathers
Intact (two-parent) families

Other family structure

Home environment

Corporal punishment in the home
Early years' interventions

Home visiting

Moving between schools

Positive family/home dynamics
Television

Family resources

Family on welfare/state aid
Non-immigrant background
Parental employment

Socio-economic status

Deafness

Exercise/relaxation

Gender on achievement

liness

Lack of sleep

Full compared to pre-term/low birth weight
Relative age within a class

Bullying

Key for rating

Potential to considerably
accelerate student achievement

Potential to accelerate
student achievement

Likely to have positive impact
on student achievement

Likely to have small positive
impact on student achievement

Likely to have a negative impact
on student achievement

Effect size calculated using
ES Cohen's d




Approach

« Plan Do Check Act
« Plan / Identify the problem
* Do / Design Intervention
« Check / Measure Effect
 Act / Evaluate




PLAN - Identify the problem

*Wwhich threat would you like to tackle?
« Cyber Threat Landscape (e.g. ENISA),
« Incident reports, etc.,;

* Perspectives:
« Criminology; Technology;
Human Factors; Economics;
Ethics; Law;
Model an attack; Forensics;
Cyber Risk Management; Change Management;



DO - Design Intervention

Situational Crime prevention
« Increase risk

0 0.1 0.2
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DO - Design Intervention Do

Situational Crime prevention;

N
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* Reduce rewards




DO - Design Intervention DO

Situational Crime prevention

* Remove excuses




DO - Design Intervention Do

Behavioural change models; ,Bihe;lw;ml, | =]
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DO - Design Intervention Do

Behavioural change models;

« Protetion Motivation Theory

Rewards
Response Efficacy
Response Costs

Self-efficacy

Threat
Appraisal
PROTECTION
MOTIVATION
in
aisa

Coping
Appraisal




DO - Design Intervention Do

Behavioural change models;

The Health Belief Model

Demographic
Variables

 Health Belief Model

Cues to Action




- Design Intervention Do

_ Cybersecurity training 1 Cybersecurity training 2

The learning method
of the training.

Serious game or simulator. ; Video of the training.

Location of the ) . .
L. Online training. In-class training.
training.

When the training can
be followed.

. T h e E n d U S e r Length offltraining Microlearning of 5 minutes Krw-ow\ed.ge block of 15
« User Preferences

Any time during your study. Any time during specific quartile.

The amount of Training that is relevant and Training that is relevant and
personalized shows importance for your shows importance for the
relevance to you. future job environments. university environment.




DO - Design Intervention DO

 What to measure




Check - Measure Effect

Setting:
 Lab: Directly from the participants thoughts, feeling§;,
or behaviours.

e Field: Recorded by a researcher by watching the
participant.

* Online: Gathered by actions participants take,
especially digital.
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Check - Measure Effect Check

True Experimental Designs:

4. Pretest-Postrest Con-

trol Group Design
. . R 0 X O
Experimental Design: R O 0

« Allocation of groups
* Threats to validity



Check - Measure Effect

Experimenting in an organisation
« Practicalities



Act - Evaluate .
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« Plan Do Check Act
« Plan / Identify the problem
* Do / Design Intervention
« Check / Measure Effect
 Act / Evaluate
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DASLOCA

Data-driven service
logistics 1n contested
airspace



[Agenda

 The DASLOCA consortium

* A note on helicopter operations

e Scientific achievements

* From scientific achievements to practical results

Future steps
* Wrap-up

30 maart 2026



Project and Consortium introduction
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DASLOCA

 The Royal Netherlands Air and Space Force’s operations are evolving. We can not
longer count on air supremacy to achieve our goals. We must be able to operate in
" ment.
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Koninklijke Luchtmacht

Attack
Helicopter
Operations
and science

Major Ir. T. (Tom) van Tent Beking
Head of Maintenance & Services
301 Attack Squadron




Content

1. Setting the scene

2. Operational Plan (simplified)

3. Capabilities + Weaknesses AH-64E




Setting the scene

* From wars of choice to wars of necessity

* Air superiority is. not guaranteed

Logistic support i allenging

* Limited in Resources and Personnel Support in decision making in order to
maximize availability and thus effect
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Operational Plan (OPLAN) [

Staging Area Forward Operating Base
« Static * Highly mobile

* Fixed location  Dispersed

« For a longer period « Temporary (<72 hours)
 Medium to high standard  Low standard facilities

ol
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Scientific achievements
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SA=Staging Area, FOB=Forward Operating Base, FARP=Forward Arming and Refueling Point

NL
v FOB FARP T
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Uncertain use of Mobility A dynamic threat A short time horizon
assets perception
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Model description

We consider a staging area with one helicopter, subject to a single failure mode. Our goal is
maximize the number of executed missions

v IO

SA/ )
V i X iy | iy | X

Maintenance Maintenance Maintenance Maintenance
required? required? required? required?
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Model description

We consider a staging area with one helicopter, subject to a single failure mode. Our goal is

maximize the number of executed missions

v IO

-

SA

v xi xi [Mainttr(]e:gzceat] x; xi
-

|

Maintenance
required?
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Honorable mention to
Kai Merkx

Data-driven degradation assessments
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Control limit
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—— Cluster3
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—— Clusters
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Based on actual flight data, we determined optimal
maintenance thresholds, depending on the degradation
state, the next tasking and the remaining operating
periods at the FOB

» Training flight data shows that the difference with a
baseline policy is negligible (<1%)

« Athigherintensity (i.e., faster degradation), the
number of executed taskings exceeds the baseline
policy performance by 5-10%



From scientific
achievements to practical
results
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Conducting practice-based
research

* |n order to connect our work to current practices at the RNLASF, we
conducted brainstorm sessions.

* How can our scientific results provide benefits in the short term to helicopter
operations?

* We decided to focus on supporting the planning process at the staging
area, where the SqA has to determine which aircraft to send to which

locations.

30 maart 2026
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Future steps
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Project wrap-up
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Data-driven service logistics In contested
alrspace
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Save the date:

SLF Service Leadership Summit

November, 25 | Jaarbeurs Utrecht
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Thank you!




