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What we need to build resilience?

TRANSPARENT 
PROCESSES AND SYSTEMS

MONITORING PLAN OF ACTION



NIS2 in brief

Applies to essential and important entities across sectors like logistics, energy, health, finance 
and digital infrastructure.

Requires cybersecurity policies, incident response plans, supply chain security, and encryption 
standards.

Major incidents must be reported within 24 hours, with follow-ups and final impact assessments.

Company leadership is directly responsible for compliance and must undergo cybersecurity 
training.

Non-compliance can lead to fines of up to €10 million or 2% of global annual turnover.



Popular Security Standards

• Risk-Based Framework: Identify, assess, and treat information security risks using a structured, 
repeatable methodology.

• Control Implementation: Apply security controls from ISO 27001 Annex A, supported by documented 
policies and procedures.

• Continuous Improvement: Monitor, audit, and review the ISMS regularly to enhance effectiveness and 
respond to changes.

ISO 27001

• Govern & Identify: Define cybersecurity roles, responsibilities, and risks across assets, systems, and 
supply chains.

• Protect & Detect: Implement safeguards (e.g., access control, training) and monitor for anomalies or 
threats in real time.

• Respond & Recover: Act on incidents with structured response plans and restore operations while 
learning from disruptions.

NIST CSF 2.0
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• Address both technical and 
non-technical cybersecurity 
risks.

• Align actions to strategy, 
and embed both into 
organizational culture.

• Use continuous feedback 
loops from real-world 
practice to improve.

• Prioritize by resolving known 
dependencies and existing 
risks first.

Our approach



Dependency to vulnerability mapping



Using Knowledge Graphs for Role-Based Cybersecurity 
Training

Building tailored training for real-world security challenges

System Mapping Process

We identify critical business processes and 

map software dependencies to create a 

comprehensive view of the digital ecosystem.

• Map critical workflows

• Document dependencies

• Identify vulnerabilities

Role-Based Security Training

Our approach links vulnerabilities to specific 

roles and creates training content tailored to 

each department's needs.

• Connect systems to roles

• Build knowledge graph

• Create targeted training

Behavioral Economics Integration

Security decisions are affected by cognitive 

biases and real-world pressures, like staff 

delaying updates due to time constraints.

• Change behavior patterns

• Reduce security fatigue

• Address decay over time



• s.abhishta@utwente.nl
• https://abhishta.org

mailto:s.abhishta@utwente.nl


Questions?



Jan-Willem Bullee
Awareways



Evidence 

Based 

Cybersecurity
Do your behavioural change interventions really 

work?

dr. Jan-Willem 
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Approach

• Plan Do Check Act
• Plan / Identify the problem

• Do / Design Intervention

• Check /  Measure Effect

• Act / Evaluate

Plan

Do

Check

Act



PLAN – Identify the problem

• Which threat would you like to tackle?
• Cyber Threat Landscape (e.g. ENISA);

• Incident reports, etc.;

• Perspectives:
• Criminology; Technology;

• Human Factors; Economics;

• Ethics; Law;

• Model an attack; Forensics;

• Cyber Risk Management; Change Management;

Plan



DO – Design Intervention

Situational Crime prevention

• Increase risk

Do
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DO – Design Intervention

Situational Crime prevention;

• Increase risk

• Reduce rewards

• Remove excuses

Behavioural change models;

• Theory of Planned Behaviour

• Protetion Motivation Theory

• Health Belief Model

• The End User
• User Preferences

• What to measure

Do

Does

Shows

Knows How

Knows



Check – Measure Effect

Setting:

• Lab: Directly from the participants thoughts, feelings 
or behaviours.

• Field: Recorded by a researcher by watching the 
participant.

• Online: Gathered by actions participants take, 
especially digital.

Check
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Check – Measure Effect

Setting:

• Lab: Directly from the participants thoughts, feelings or 
behaviours.

• Field: Recorded by a researcher by watching the participant.

• Online: Gathered by actions participants take, especially 
digital.

Experimental Design:

• Allocation of groups

• Threats to validity

Experimenting in an organisation

• Practicalities

Check



Act – Evaluate Act



• Plan Do Check Act
• Plan / Identify the problem

• Do / Design Intervention

• Check /  Measure Effect

• Act / Evaluate

Plan

Do

Check

Act



Questions?



Poster carrousel



DASLOCA
Data-driven service 

logistics in contested 
airspace

30 maart 2026



• The DASLOCA consortium

• A note on helicopter operations

• Scientific achievements

• From scientific achievements to practical results

• Future steps

• Wrap-up

30 maart 2026

Agenda



Project and Consortium introduction

30 maart 2026



DASLOCA

• The Royal Netherlands Air and Space Force’s operations are evolving. We can not 
longer count on air supremacy to achieve our goals. We must be able to operate in 

a contested environment.

30 maart 2026
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Attack 

Helicopter

Operations 

and science

Major Ir. T. (Tom) van Tent Beking

Head of Maintenance & Services

301 Attack Squadron



Content

1. Setting the scene

2. Operational Plan (simplified)

3. Capabilities + Weaknesses AH-64E



Setting the scene

• From wars of choice to wars of necessity

• Air superiority is not guaranteed 

Logistic support is challenging

Support in decision making in order to 
maximize availability and thus effect

• Limited in Resources and Personnel



Operational Plan (OPLAN)

Staging Area
• Static
• Fixed location
• For a longer period
• Medium to high standard 

facilities

Forward Operating Base
• Highly mobile
• Dispersed
• Temporary (<72 hours)
• Low standard facilities



DEFENSIENOTA 2022



Questions?



Scientific  achievements

30 maart 2026



30 maart 2026

NL

SA

FOB

FOB FARP

FARP

SA=Staging Area, FOB=Forward Operating Base, FARP=Forward Arming and Refueling Point

Uncertain use of 
assets

Mobility
A dynamic threat 

perception
A short time horizon



We consider a staging area with one helicopter, subject to a single failure mode. Our goal is 
maximize the number of executed missions

Model description

30 maart 2026
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We consider a staging area with one helicopter, subject to a single failure mode. Our goal is 
maximize the number of executed missions

Model description

30 maart 2026

SA SA

FOB

Maintenance 
required?

Maintenance at 
the SA



Data-driven degradation assessments

30 maart 2026

Sensordata Expert 
knowledge

Honorable mention to 
Kai Merkx



Model outcome

30 maart 2026

Based on actual flight data, we determined optimal
maintenance thresholds, depending on the degradation
state, the next tasking and the remaining operating 
periods at the FOB

• Training flight data shows that the difference with a 
baseline policy is negligible (<1%)

• At higher intensity (i.e., faster degradation), the 
number of executed taskings exceeds the baseline 
policy performance by 5-10%



From scientific  
achievements to practical 

results

30 maart 2026



Conducting practice-based 

research

• In order to connect our work to current practices at the RNLASF, we 
conducted brainstorm sessions. 

• How can our scientific results provide benefits in the short term to helicopter 
operations?

• We decided to focus on supporting the planning process at the staging 
area, where the S4A has to determine which aircraft to send to which 
locations.

30 maart 2026
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Future steps
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Project wrap-up

30 maart 2026



Data-driven service logistics in contested 
airspace

30 maart 2026



Questions?



SLF Service Leadership Summit

November, 25 | Jaarbeurs Utrecht

Save the date:



Thank you!


